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Hacking: Illegal but Ethical?
Preface: This article discusses in brief the
techno-legal issues in the activity called
‘hacking’, its treatment in the Information
Technology Act 2000 (later amended
by the I.T. Amendment Act 2008), the
practice and the social acceptability of
ethical hackers and the responsibility of
information system security professionals.
The earlier Section 66 of Information
Technology Act in India stated as follows:
Sec. 66: Hacking with computer system.
(This section has since been amended)
(1) Whoever with the intent to cause
or knowing that he is likely to cause
wrongful loss or damage to the public
or any person destroys or delete or
alters any information residing in a
computer resource or diminishes its
value or utility or affects it injuriously
by any means, commits hack;
(2) Whoever commits hacking shall be
punished with imprisonment up to
three years, or with ﬁne which may
extend upto two lakh rupees, or with
both.
From this it is quite clear that hacking
per se is an offence with well-deﬁned
punishments and unambiguous treatment
in the Act. But in practice we often come
across many academic institutions and
training organizations giving training in
‘hacking’ giving much publicity to such
courses. There are quite a few number
of such institutions which offer theory
classes with hands-on training and
practical inputs too on the nuances of
hacking going in depth on issues like
tracing an IP address, tracing an email,
etc. A quick glance into the brochures
and other material brought out by such
organizations reveal much information
and promise a great deal.
Teaching an illegality? Some institutes
advertise stating clearly that “while these
hacking skills can be used for malicious
purposes, this class teaches you how
to use the same hacking techniques to
perform a white-hat, ethical hack, on
your organization” (italics mine). Some
institutes also advertise like “this website
will help you gain entry into the minds of
seasoned computer criminals, so that you
can forestall their attempts and pre-empt
all harmful intents and activities”. Sounds

too good and good Samaritan isn’t it? But
is there any check on the syllabus taught,
admission criteria, and the knowledge
imparted and above all the purpose for
which the knowledge so gained is to put to.
Comparison with other crimes: Crimes
such as murder, rape, robbery etc. are
all well deﬁned and have been accepted
as crimes and offences which any one
would shun and are not just legally but
also morally and ethically treated as
crimes only. On the same plane, take
the offence called ‘hacking’. Here lies
the difference. While hacking itself is a
crime recognized as an offence with welldeﬁned punishments for it, how can there
be a course or training programs called
‘ethical hacking’? The protagonists say
that like any other computer knowledge or
programming skill or software efficiency,
hacking too is a part of the knowledge
and at least to protect your computer
from being hacked, you should be taught
and trained in hacking. To protect ourselves
from robbery or cheating or chain-snatching
or eve-teasing, no institute conducts a
course called ‘ethical eve-teasing’ or ‘ethical
cheating’ or ‘ethical robbery’.
Besides, admission to such courses
is by advertisements and wide publicity
and in their eagerness to enroll more and
more candidates, such institutes admit
semiliterate
professionals,
teenaged
students, and inquisitive youngsters whose
antecedents are not known or veriﬁed.
Veriﬁcation of antecedents is strictly taboo
and a ﬁrm No-No especially in the case of
state-owned Universities which the author
learnt during one of his interactions with
one such University in their Board of Studies
(syllabus drafting) meetings. Hence with
no such restrictions on admission, and with
such deeper knowledge about the various
software forensic tools being imparted and
with an inherent inquisitive and exploratory
brain it is but natural that such youngsters
venture into the act of hacking calling it ‘an
ethical act’.
It is interesting to note that to put
an end to this anomalous situation of
an illegality being taught in academic
institutions, the lawmakers thought it
ﬁt to remove the word ‘hacking’ from
the Section 66 of the IT Amendment
Act 2008, which came into effect from
27th Oct, 2009. Though the section still

deals with the offence of unauthorized
access to a computer resource, data
theft, combining it with the civil offence
of data theft dealt with in Section 43, the
offence still remains the same and the
punishments for the act is stipulated as
three years’ imprisonment or a ﬁne of ﬁve
lakh rupees or both.
Perhaps by this amendment, the
government has avoided the issue,
not solved it. No doubt, hacking is still
an offence, though the academicians
and institutes teaching it may like to
differentiate that doing it with the
permission of the owner of the system (i.e.
for good purposes) is hacking and doing it
in an unauthorized manner i.e. malicious
intent (or mens rea, to use a legal term
meaning criminal intent of mind) will be
called cracking. The act per se ultimately
and ab initio, remains the same.
Do the governments or other
regulatory authorities have a role to play
in putting an end to the nomenclature to
such courses? Can the syllabus or the
coverage of such courses be streamlined
or regulated? Admitting that such
coverage is essential to spread awareness
on the vulnerabilities in the system and for
one’s own protection, does it not border
on the lines of spreading awareness on
accessing other’s data, other’s computer
systems (which again is a clear offence
as per Sec. 43 of the I.T. Act)? Above all,
putting an end to such courses will be a
great boon to the cyber crime police and
other investigating agencies in the ever
increasing ﬁeld of cyber crime.
Such spread of knowledge called
under the fancy names of “Ethical Hacking”
or “Knowledge of hacking tools” or “Handson sessions in hacking” etc. has led to
increase in cyber crimes in the country. It is
quite clear that the cyber crime police are
getting more and more cases of data theft,
hacking, attempted id theft, unauthorized
access to systems often resulting in cyberblackmailing and sometimes even in
e-publishing of obscene material (which
too is a cognizable offence even as per
the original Sec. 67 with its broadened
scope, additions and amendment as per I.T.
Amendment Act 2008).
Conclusion: It is time that the
governments, the I.T. Secretary and other
regulators like RBI, TRAI, and the Ministry
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Internet Censorship in India
A global report recently released on the
Internet freedom rated India 39th in 2012,
a slip from two places last year. The report
titled, Freedom on the net 2012 (FOTN): A
global assessment of internet and digital
media by Freedom House, a Washingtonbased monitoring group conducted a
comprehensive study of Internet freedom
in 47 countries.
Quoting Bangalore-based Center for
Internet and Society, the report said 309
speciﬁc items (URLs, Twitter accounts,
img tags, blog posts, blogs, and a handful
of websites) have been blocked by the
government. But officially, the government
has admitted to blocking only 245 web
pages for inﬂammatory content and
hosting of provocative content.
Now let’s look at Internet penetration
in India, according to the International
Telecommunications Union Internet
penetration was 10% - or about 120 million
people at the end of 2011. Among Internet
users, 90 million were ‘active’, accessing
it at least once a month (70 million urban
and 20 million rural).
First of all, it is written in the
constitution that freedom of speech is
the right of citizens of India. This means
that our government cannot and should
not be making an attempt to restrict or
penalize speech because of its content or
viewpoint.
So, when there is talk of restricting
Internet content, my eyebrows go up
quizzically, wondering just what limits
would be placed on those restrictions.
Moreover, as electronic media becomes
the norm rather than the exception, how
does reading something on the Internet
differ from reading a book, a magazine, or
a printed newspaper?

Let’s take a look at printed books. For
years, various books have been censored
in the schools. BJP sensors about some
religious matter or Congress sensors
about lessons on freedom ﬁghters or older
politicians or Shivsena censors writings
on Shivaji, each been censored at one
time or another. The point is that at some
point, some “authority” decided what was
appropriate and what was not. Looking
back on these speciﬁc issues, it seems
silly, does it not?
Moving on to the Internet and
Internet content, do you really want
some “authority” to determine what is
appropriate and what is not? I don’t think
so. As a matter of fact, to me that smacks
of the regulation of thoughts and the
regulation of ideas. It means less freedom
and more mind control. Clearly, that is not
a good thing.
India lacks an appropriate legal
framework and procedures to ensure
proper oversight of Intelligence agencies’
growing surveillance and interception
capabilities, opening the possibility of
misuse and unconstitutional invasion of
citizens’ privacy.
I would like to suggest that
legislated Internet censorship by our
government goes too far. It translates into
the elimination of our right to express
individual ideas and opinions publicly on
blogs, in forums, and in online newsletters.
And it translates into the deprivation of
our right to “life, liberty and the pursuit of
happiness”.
I don’t know about readers, but I take
pride in the fact that I can say whatever
I want, read whatever I want, and think
whatever I want. As long as I am not
causing harm, there is no reason for our

government to stiﬂe these Acts. And they
most certainly should not do so by telling
me that it is for the “greater good”.
Let us call it what it is: Government
censorship is a way for government to
control society by protecting its citizens
from what it thinks is appropriate.
And in recent times, let’s face it: the
Indian Government’s ability to use
sound judgment in determining what is
appropriate just plain stinks.
Today I encourage readers to contact
your elected representatives and tell them
that you oppose any attempt to censor
your right to read what you want and to
say what you want.
Tell them that censoring the Internet
will not advance freedom, but, instead,
will set us back to a time when we were
powerless to make our own decisions, and
powerless to have a say in the way we
lived our lives.
What India Government today is
doing is taking the power to decide what
is offensive and what is objectionable or
what is against national security, and it
is delegating this power to bureaucrats
and police inspectors. This IT Act, 2000
has given them power to decide what
is objectionable and they are now armtwisting with the intermediaries and
getting the content blocked. I feel except
for immediate and urgent National
security concerns, court should decide
what is objectionable and what is against
the national interest.
I feel India should not follow and
make the Great Indian Internet ﬁrewall like
communist Chinese government which
tries to regulate everything and chances
are if it fails to regulate some events can
go to the brink where it can get toppled. n

the whistle blower signals and brought
some regulations on these. For instance,
CERT-In (Computer Emergency Response
Team India) can take initiatives to ban such

courses with these fancy or misleading
names like “Ethical Hacking” and enforce
regulations before knowledge about
hacking tools is imparted to students. n
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of I.T. and Telecom and CERT-In (under
the control of Ministry of I.T. with its legal
position now recognized under Sec. 70-B
of I.T. Amendment Act 2008) acted upon
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